
Defense Science Board

2003 Summer Study

On

DoD Roles and Missions in
Homeland Security

DISTR!T11'f lSTATEMENTA

Approved for Publ Reles

VOLUME I ' Distributin Unimited

November 2003

Office of thUr Secretary of Defense
For Acquisition, Technology, and Logistics

W.. 20301-3140



This report is a product of the Defense Science Board (DSR).

The DSB is a Federal Advisory Committee established to prvide
advice to th ertr of DfneSttmtsopin, ncsos, an

teDprmn of Dees.



OFFICE OF THE SECRETARY OF DEFENSE
3140 DEFENSE PENTAGON

WASHINGTON, DC 20301-3140

DEFENSE SCIENCE
BOARD

MEMORANDUM FOR THE ACTING UNDER SECRETARY OF DEFENSE
(ACQUISITION, TECHNOLOGY & LOGISTICS)

SUBJECT: Report of the Defense Science Board 2003 Summer Study on DoD
Roles and Missions in Homeland Security, Volume I

I am pleased to forward the final report of the DSB 2003 Summer Study on
DoD Roles and Missions in Homeland Security. The report evaluates DoD's role
in homeland security and makes recommendations on how best to accomplish this
mission.

The conceptual thinking and the capabilities required to address the homeland
security challenge are still immature. The study concludes that maturing the
conceptual framework and capabilities related to homeland protection will require
a holistic approach. Thus, fostering a holistic approach to protecting the homeland
is a guiding theme for this study. The report's recommendations, which fall into
the following six areas, reflect this theme.

"* Global situation awareness

"* Protect DoD mission-critical infrastructure

"* Deter and prevent attack

" Emergency preparedness and incident response

"* Exporting DoD core competencies

"* Empowering U.S. Northern Command

I endorse all of the recommendations of the Task Force and encourage you to
review their report.

William Schneider, Jr.
Chairman
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Developing an effective capability to protect the homeland is a top national
priority. It is also a complex undertaking filled with many challenges. There are
so many assets to protect, so many modes of attack available to adversaries, and
so many organizations involved, that, understandably, both the conceptual
thinking and the capabilities required are still immature. Maturing the
conceptual framework and capabilities related to homeland security, the DSB
believes, requires a holistic approach-a guiding theme for this study.

This report identifies capabilities and initiatives needed by DoD to fulfill its
responsibilities to project force when directed and to protect the homeland. It
focuses on those capabilities that depend upon DoD working closely with other
agencies. In addition, opportunities are identified for DoD to "export" some of
its core competencies to help accelerate the maturation of the many agencies
involved in homeland security tasks.

The principal findings and recommendations fall in six key areas:

"Information is vital to homeland security. Yet improvements are
needed in many areas of information sharing, assurance, and
collection. First, incentives are needed to enhance information
sharing. Second, tools and capabilities for information
assurance need to be developed and implemented. Third,
collection capabilities, importantly in the area of human
intelligence, must be enhanced. In general, foreign intelligence
collection must be more proactive and better integrated with
domestically derived intelligence.

" DoD's ability to fulfill its missions-most notably force
projection-is dependent on an intricate infrastructure in the
United States. DoD is not doing enough to address the



vulnerabilities of mission critical infrastructure and services,
particularly in areas outside its direct control. A systematic
approach-that focuses both "inside and outside the fence"-
must be taken to identify and redress vulnerabilities. Moreover,
cyber security and cyber-based aspects of critical infrastructure
need to be better integrated into DoD mission-critical
infrastructure protection efforts.

Ocean vessels, cruise missiles, and low-flying aircraft are credible
delivery systems available to adversaries. DoD needs to take steps to
counter these threats as a complement to ongoing initiatives to defend
against ballistic missiles. First, much more can and should be
done to improve maritime security and to integrate maritime-
security capabilities across the federal government. Second,
because these delivery systems could threaten the continental
United States with biological and other weapons of mass
destruction, DoD should create a master plan for defense
against the low-altitude air threat.

Should the U.S. homeland be attacked, DoD could be called on to
assist with incident response. Execution of this mission could require
capabilities in areas where the Department is deficient: 1) mitigation
and remediation of the effects of attacks from weapons of mass
destruction, 2) the ability to surge medical capabilities, 3)
communication operability between first responders and
federal, state, and local agencies. The report offers detailed
recommendations for improving capabilities in each of these
areas as well as enhancing Reserve Component capabilities that
can support the homeland security mission.

DoD can enhance homeland security by "exporting" relevant core
competencies that match the needs of other organizations that have
homeland security responsibilities. The study identifies three core
competencies in particular: training, experimentation, and
operational-level planning and execution. Responsibility to
develop, and oversee execution of, plans to export core
competencies to other agencies should be assigned to U.S.
Northern Command.



U.S. Northern Command must be empowered for the nation to achieve
its homeland security and homeland defense goals. The study
recommends more than a dozen new tasks for NORTHCOM,
with four identified as priorities: develop a roadmap for
maritime surveillance; develop a roadmap for defense against
the low-altitude air threat; assume operational lead for DoD
mission-critical infrastructure protection in CONUS; and
assume the lead for exercises, training, experiments, and
standards related to homeland defense and military assistance
to civil authorities.

The specific recommendations provided in the pages that follow reflect the
holistic approach to protecting the homeland that the DSB envisions for the
Department of Defense. By taking this approach, and developing the capabilities
described in the six areas above, the security of our nation will be improved.

Donald Latham, Co-Chair

ADM Donald Pilling, USN(e),l-hair
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EXECUTIVE SUMMARY

The United States faces stealthy adversaries who have
demonstrated both motives and means to inflict grave damage on the
U.S. homeland. The nation's strategy in response to this type of
adversary is clear: engage the threat as far as possible from the U.S.
homeland, on its turf. This approach requires a multi-agency
government effort, with the Department of Defense (DoD) playing a
major role.

A capability to protect the homeland is a necessary complement to
the capability of strategic reach against these asymmetric threats.
However, the challenges of homeland protection are complex. There
are so many assets to protect, so many modes of attack available to
adversaries, and so many organizations (federal, state, local, and
private) involved that, understandably, both the conceptual thinking
and the capabilities required are still immature.

Responsibilities and authorities must be assigned and operative
terms (homeland defense and homeland security, for example) need
to be defined. The Defense Science Board (DSB) read with care
current definitions and wrestled with inventing new ones. In the
end, instead of focusing on precise distinctions between various
terms, the board adopted a broad framework, consistent with the
study terms of reference, within which to consider homeland
protection issues.

Maturing the conceptual framework and capabilities related to
homeland protection, the DSB believes, requires a holistic approach.
However, organizational boundaries inhibit such an approach. Thus,
fostering a holistic approach to protecting the homeland is a guiding
theme for this study and the recommendations reflect this theme.

This study identifies capabilities and initiatives needed by DoD to
fulfill its responsibilities to project force when directed and to protect
the homeland. Further, it focuses on those capabilities that depend
upon DoD working closely with other agencies. In addition,
opportunities are identified for DoD to "export" some of its core
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competencies in order to accelerate the maturation of the Department
of Homeland Security.

The principal findings and recommendations fall in six key areas,
described in turn below.

GLOBAL SrruJA TION AWARENESS

Today, more than ever, information is vital to homeland security.
It is a key to understanding the adversary and to developing an
effective awareness of the global security environment. The DSB
focused on two aspects of the challenge to improve information
sharing, assurance, and collection. First, it studied how to gain the
widely recognized benefits of increased information sharing while
managing its associated risks. Second, it considered how to enhance
human intelligence collection, arguably the most critical source of
information in the war on terrorism.

The DoD--and the U.S. government-still lack an effective
approach to reaping the benefits of information sharing within and
among agencies while assuring the integrity, availability and
confidentiality of information. Incentives are needed to enhance
information sharing, and tools and capabilities for information
assurance must be developed and implemented. DoD (and the U.S.
government as a whole) must

" Motivate individuals to share information more
effectively. Use incentives to change organizational
cultures such that former "owners" of information
become stewards for all potential users.

"* Get security policy right. Information must be
protected and shared at the same time. Better
information-assurance tools are needed in support
of this policy. The required tools include better
techniques for discovering system weaknesses,
designing effective defenses, and developing
consistent metrics to evaluate the impact of
compromise to systems.

iv DSB 2003 SUMMER S7UDY ON
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Make information technology architectures
converge to facilitate and standardize sharing
capabilities. The goal is to share knowledge in order
to jointly achieve common goals that are
unattainable by individuals or single departments
or agencies. Engage the federal U.S. Chief
Information Officers Council.

Information sharing depends on having information of value;
thus collection and analysis are critical elements in the equation.
There are still unexploited opportunities to make human intelligence
a more potent contributor to the understanding of the threat.

"* DoD should establish a more robust defense human
intelligence (HUMINT) capability than exists today.
The Defense HUMINT Service must be reinvented
to provide clandestine battlefield support and
augmented technical collection. These capabilities
will require improvements in both human-derived
and technical capabilities.

"* DoD must take the fight to the adversaries
proactively -into the "badlands" and other
sanctuaries. DoD needs to place operatives in areas
where terrorists are known to exist.

"* DoD needs to improve technical collection and
close access to adversaries. Improve capabilities for
evaluating and protecting new sources, methods
and concepts and improving capabilities for
penetrating hard targets.

"* These are appropriate areas to revitalize defense
human intelligence and link naturally to requisite
improvements for intelligence, surveillance and
reconnaissance (ISR) capabilities.

"* Domestically derived intelligence and foreign
intelligence need to be more effectively integrated
to ensure homeland security. Sharing between
these communities can extend beyond analysis and

DoD RoLES AND MISSONS N HOMEL4ND vECURTTYv



information to include systems engineering,
architecture skills, technologies and methodologies.

Upgrades are needed in all areas of intelligence
collection. In addition, the analytic component of
intelligence needs to be more highly integrated
with collection.

PROTECT DoD MISSION-CR7IYCAL INFRASTRUC77TRE

DoD's ability to fulfill its missions - most notably force
projection -is dependent on an intricate infrastructure in the United
States. The majority of this infrastructure is not owned or controlled
by DoD or the federal government, but by the private sector or state
and local governments. DoD mission-critical infrastructure
encompasses many diverse pieces and functions: military bases,
transportation, communication, power, fuel, food, ammunition, other
logistics, and the defense industrial base. Both physical and cyber
attacks on this infrastructure are of concern, and there is potential for
"single-point failures."

While some good work is being done in response to the critical
infrastructure problem, overall DoD must do more to address the
vulnerabilities of mission-critical infrastructure and services, particularly in
areas outside of its direct control.

A systematic approach must be taken to identify and redress
vulnerabilities of the infrastructure critical to DoD's mission, with
lead operational responsibilities assigned to the Assistant Secretary of
Defense for Homeland Defense and U.S. Northern Command
(NORTHCOM). The Under Secretary of Defense for Acquisition
Technology and Logistics needs to address defense-industrial-base
vulnerabilities. Activities such as those at the U.S. Pacific Command
and Camp Lejeune, North Carolina, described in the body of this
report, provide examples of civilian-military cooperation for
emergency response and critical infrastructure protection that have
wider relevance.
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Capabilities and tools to support a systemic approach to DoD
mission-critical infrastructure protection, such as exist at the Joint
Program Office-Special Technical Countermeasures (JPO-STC)
should be expanded and made available to other government
agencies. The JPO-STC should be assigned to NORTHCOM. Each
combatant command should fully implement Appendix 16 to their
operations plans and ensure that a strong military-civilian effort is
developed.

Finally, cyber security and cyber-based aspects of critical
infrastructure need to be better integrated into DoD mission-critical
infrastructure protection efforts, which have largely focused on
physical attacks. Despite increased investment and awareness,
information technology and systems remain vulnerable to cyber
attacks. The United States Strategic Command needs to be engaged
in addressing cyber-security challenges, with the Defense Advanced
Research Projects Agency and the National Security Agency
providing necessary supporting research.

DETER AND PREVENTA TTACK

Ocean vessels, cruise missiles and low-flying aircraft are credible
delivery systems available to adversaries. DoD needs to take steps to
counter these threats as a complement to ongoing initiatives to
defend against ballistic missiles.

First, much more can and should be done now to improve and
integrate DoD's maritime ISR assets with the improved maritime
indications and warning capabilities being fielded by the Department
of Homeland Security, Department of Transportation, Central
Intelligence Agency, and Federal Bureau of Investigation.
Collectively, these DoD and non-DoD assets could provide the nation
with a robust capability to identify, track, and, where appropriate,
intercept suspicious cargo and vessels as far from U.S. shores as
possible. The U.S. Navy, U.S. Northern Command, and the U.S.
Coast Guard should be assigned active roles in the operation of this
national maritime-surveillance system-of-systems, which should be
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designed to provide a forward line of defense against cruise missiles
and other low-altitude threats.

Second, because these delivery systems could threaten the
continental United States (CONUS) with biological and other
weapons of mass destruction, the DoD (i.e., North American
Aerospace Defense Command [NORAD], working with U.S.
Northern Command and the Joint Theater Air and Missile Defense
Organization) should create a master plan for defense against the
low-altitude air threat (an activity that began at the conclusion of the
DSB deliberations on this study). The Under Secretary of Defense for
Acquisition, Technology and Logistics should be tasked to translate
this master plan into a supporting technology development and
acquisition plan. Although no new DoD program office is warranted
at this time, the Office of the Secretary of Defense should ensure that
DoD's maritime ISR requirements are included in the Space Based
Radar development program.

In order to effectively operate the capabilities described, and
provide integration between air and maritime defense, the DSB
recommends possible creation of a North American Defense
Command, which would evolve out of today's NORAD.

EMERGENCY PREPAREDNESS AND INCIDENT RESPONSE

DoD's role in homeland security extends beyond homeland
defense to include military support to civil authorities. Should the
U.S. homeland be attacked, DoD could be called on to assist with
incident response. Execution of this mission could require
capabilities in several areas that need increased emphasis and
priority in funding:

"* Mitigation and remediation of the effects of attacks
from chemical, biological, nuclear, radiological, or
high-explosive (CBRNE) weapons

"* The ability to surge medical capabilities
"* Communication operability between first

responders and federal, state, and local agencies
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involved in emergency preparedness and incident
response

Moreover, the Reserve Components have many capabilities that
should be enhanced and can support the homeland security mission.

CBRNE Attacks. Detecting, identifying, and localizing devices or
materials across the chemical, biological, radiological, and nuclear
spectrum presents a significant challenge. The DSB focused on two
of the most dangerous threats: biological warfare and nuclear
dispersal devices.

Within DoD, current biodefense technology-development efforts
are heavily weighted toward early detection, which is crucial to
minimize fatalities and assure continuity of essential DoD
capabilities. However, the DSB recommends rebalancing the DoD
(and national) research and development investment to better
address the effects of a biological attack, by increasing the emphasis
on therapeutics, diagnostics, and remediation relative to the current
focus on detector technology.

Current technical capabilities for detecting radiological dispersal
devices- or "dirty bombs" - are limited, and passive portal detection
alone is insufficient to counter the threats of greatest concern. What
is needed is an end-to-end concept of operations that would produce
a layered and integrated prevention and protection strategy. The key
to such a concept is to extend the first line of defense beyond the
territorial borders of the homeland. The development of radiation
countermeasures for humans should also be accelerated; funding for
the Armed Forces Radiobiology Research Institute should be
increased significantly to perform this research.

Benefit would come from some centralization of responsibility
over the many dispersed programs addressing the CBRNE challenge.
The DSB recommends that NORTHCOM be assigned responsibility
for setting requirements for CBRNE defense of CONUS bases.

Medical Surge. A robust capability for DoD to surge medical
treatment is critical but lacking. DoD should significantly expand its
capabilities for medical surge to ensure that attacks from weapons of
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